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? 1 ?
??
1.1 ?????
Internet Protocol version 4 (IPv4)?????????????????2011? 2? 3???
?????????????????????????????? IANA (Internet Assigned
Numbers Authority) ??????????????? IPv4?????????? [1]?
????????????????Internet Protocol version 6 (IPv6) ?????????
??????IPv6??IPv4?????????????????????????????
IPv4 ???????????????????????????????????????
64???????? 2? 64? (? 1800?) ?????????????IPv4???????
????????????????????????
???????????????IP????????????????????????
????????????????????????? IPv6??????????????
???? (????) ???????????? IPv6??????????????? IPv6
?????????? 128??????????????????????????????
?? [8, 9, 22]?
??????????????????????????? IP ????????????
?????? (?????) ?????????????????????????????
??????????? [10, 11]??????? IPv6 ????????????? IPv4 ??
?????????????? IPv6 ?????????????????????????
??????????????????IPv6 ??????????????????????
??????????????????????????????????????????
5
? 1 ? ??
???IPv6 ????????????????????????????? IPv6?????
?????????????? IPv6??????????????????????
1.2 ?????
?????IPv6 ?????????????????IPv6 ??????????????
?????????????????????????????????????????
???????IPv6????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
APAN (Asia Pacic Advanced Network) ???? IPv6 ?????????????????
???
1.3 ?????
?????????????????
? 1? ??
??????????????
? 2? IPv6
IPv6 ??????
? 3? IPv6 ??????????
IPv6 ??????????????????????
? 4? ???????
IP ????????????????????????????
? 5? ????
IPv6 ?????????????????????????????????????
? 6? ?????
???????????????????????????????????
6
? 1 ? ??
? 7? ??
?????????????????????????
7
? 2 ?
IPv6
2.1 IPv4????????? IPv6????????
Internet Protocol version 4 (IPv4) ?????????????????2011? 2? 3??
??????????????????????????????? IANA????????
??????? IPv4?????????? [1]?IPv4 ?????????????????
??????????????????????????????????????????
??????????????????
???????????????? 3????????
 IPv4???????????
 IPv4??????????
 IPv6????????
1??? IPv4?????????????LAN????????????? IP?????
?????????????????????????? IP??????????????
? NAT (Network Address Translation) ????????? ISP (Internet Service Provider)
?NAT?????CGN (Carrier Grade NAT) ??????????????????NAT
?? 1??????? IP????????????????TCP????????????
?????NAT????????????????????????
2??? IPv4 ??????????????????????????????????
?????IP???????????????? IP??????????????????
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? 2 ? IPv6
???????????????????1ARIN? IPv4?????APNIC???????
RIR (Regional Internet Registry) ???? IPv4 ??????????? [2]?
?? 2?????????????????????????????????? IP???
????????????????????3??? IPv6??????????IPv4 ???
??????????????????????????????IPv4 ?????????
??????????????????32???????????? 128?????????
???????????? 43???? 340? (?=1036) ?????IPv6 ?????????
??????????????????????????????????????????
???2012? 6? 6??????????????? IPv6 ???????????? World
IPv6 Launch [3] ?????Web????????????? (ISP)???????????
?????? IPv6????????????????????IPv6 ???????????
??????
1IPv4???????? 5?? (????: ARIN, ?????????????: RIPE NCC, ???????
??: APNIC, ?????????: LACNIC, ??????: AfriNIC) ????? RIR??????????
???????? RIR???? IPv4?????????????????????2011?? APNIC??RIR
???? IPv4????????????????????????????????????????????
RIR???? IPv4??????????????
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? 2 ? IPv6
2.2 IPv6 ? IPv4 ???
IPv6? IPv4???????? 2.1????
? 2.1: IPv6 ? IPv4 ???
? IPv6 IPv4
?????? 128??? 32???
????????? 64??? 8???
??????
???
(e.g. 2001:db8::1234:5678:90ab:cdef)
???
(e.g. 192.168.0.1)
??????? ?? 40??? 20???+? (??)
????????
NIC????? IP?????
??????
NIC????? IP???????
??????2
????? ?? ??
??????????? ?? ??
NAT ?? (???????????) ??
????????? DHCPv6, ICMPv6 RA DHCP
??????
???????????????
???????
???????????????
????????????????
????????????????????????????????? NAT ?????
?????????NIC?????? IP???????????????????????
?DHCPv6????ICMPv6??????? (??) ???????????
2.3 ??????
?????? 128????? IPv6 ??????16????? 8??????????? 16
??????????? (:) ???????????????
? 2001:0db8:0000:0000:1234:5678:90ab:cdef
????IPv4 ????????????????IPv6 ????????????????
???16?????????????? 0??????????????????????
???
2IPv4 ????? 1?? NIC ??? IP???????????????????????? IP?????
????????
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? 2 ? IPv6
? 2001:db8:0:0:1234:5678:90ab:cdef
16??????????? 0???????????? 2? (::) ???????????
????????????????????????????
? 2001:db8::1234:5678:90ab:cdef
???????????????? 1????????????????
2.4 ?????????
IPv6?????????????IPv4??????????????? (Classless InterDo-
main Routing: CIDR) ?????????? 2.2???????IPv6???????????
??????????????????????????????????????????
?????????????????IPv6 ???????????? (/) ?????????
??????????????????????????????????????????
?????????????????????????????????? 2.2????
? 2.2: ?????????????
?? ??????? ?????????
???? ::0/8 1/256
??????????? 2000::/3 1/8
?????????????? FC00::/7
?????????? FD00::/8
????????????? FE80::/10 1/1024
??????? FF00::/8 1/256
????? 2.2??????????????????????????????????
???????????????????IANA ???? [4]?????????
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? 2 ? IPv6
2.5 ???????????????
???????????? IPv6??????????????????????????
????????????????????????2000::/3 ??????????????
?????????????????????IANA ???? [5]????????????
????????????????????? 2.1????
? 2.1: ??????????????????????
?????????????????????????????????????????
????? RIR???? ISP ????????????????????????????
?????? RIR ? ISP ??/48 ?????????????????????? 65536?
??????????????????????? ID??????? 65536???????
???????????? ID????????????????????????????
????????????????3?
3???????????????????????? ID?????????????????????1??
??????????????? 64 ????????????????????????? /64 ??????
?? 64???????????? ID????
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? 3 ?
IPv6 ??????????
????? IPv6?????????????????????????????????
??????????????????????????????????????????
??????????IPv6???????????????????
3.1 IPv6??????64???
IPv6??????? 64?????2.5 ????????????????????????
?????????????/48?????????????? ID?????????/64 ?
??????? RA (Router Advertisement) ????? (ICMPv6 ????????) ???
???????RA??????????????????????????????????
??????????RS (Router Solicitation) ?????????????????IPv4?
????????????????????DHCP???????????IPv6?????
??RA????????????RA????????????????????????
??????????????MTU??????
3.2 IPv6??????64???
IPv6 ??????? 64????????????? ID???????????????
???????????????????????????? ID????????????
????????????????????????
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? 3 ? IPv6 ??????????
3.2.1 SLAAC ???????
???????? ID???????????????EUI-64 (Extended Universal Identier)
?????? [6] ?????????MAC???????????????? ID ????
???????EUI-64 ?? IEEE (Institute of Electrical and Electronics Engineers) ???
?????????48????MAC????????? 7???????????????
???? 24?????? 24??????????? \FFFE" ?????????64???
????????? ID ????EUI-64 ?????????????????? ID????
? 3.1????
? 3.1: EUI-64 ?????????????????? ID ???
?????RA? /64 ???????????????????????????? ID??
?????????????????????????????? SLAAC (Stateless Address
Auto Conguration) [14] ????SLAAC ??????????????????????
???RA ??? SLAAC ?????????????????????????SLAAC?
?? IPv6??????????? 3.2????
? 3.2: SLAAC??? IPv6?????????
????SLAAC?????????? 64?????????????????????
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? 3 ? IPv6 ??????????
MAC?????????????????????????????? (??????) ??
????????????
3.2.2 ??????????
SLAAC??? IPv6????????????????????????????????
? ID????????????????????? [15, 21]????????????????
???????? ID????MAC???????????????? (1???? 1?) ?
???????????????????????? ID????????Web ???? FTP
??????????????????????????????????????????
??? FTP ????????????????????????????????????
?????????????????????????????????
3.2.3 ????????
SLAAC ?????????????????????????????????????
?????????? [8, 9]?????????????????????????????
???? IPv6 ???????????? 64 ?????????????????????
????SLAAC ????????????????? IPv6 ?????? 64???????
????????????????? 3.1????
? 3.1: IPv6?????? 64??????????
?????? ????? ??????
????
MAC????????????
(SLAAC) 2001:db8::1234:56:fe78:90ab
OUI1???
??? 224
??????????
(Privacy) 2001:db8::1f9a:a208:394b:2b7e 264
?? 64???? IPv4?????
??????? (IPv4-based) 2001:db8::192:168:0:1 232
????
?? 16?????????????
???????????? (Low-byte) 2001:db8::1 216
????????????????
(Manual) 2001:db8::db8:db8 264
1OUI (Organizationally Unique Identier) ???IEEE ???????????????????????
? MAC ?????? 24???????
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? 3 ? IPv6 ??????????
Low-byte ??IPv6??????? 16????????????????????????
???????????????????IPv4-based ??IPv6??????? 64??? (16
??????? 4???) ? IPv4???????????????????????????
?????????DHCPv6 ????????????????????????????
?????????????Manual??????
?????? 64?????????? 64?????????????????????
??????????beef? dead??????? 1111????????????????
(Wordy)???????????????????????????? (6to4 [16], ISATAP [17],
Teredo [18])??????????? 3.1?????????????????????Wordy
??? 6to4 ??????? 3.1 ???????????????????2????
2????2001:db8::beef ??Low-byte???Wordy???????????? 2002::/16 ? IPv6 ????
??6to4 ??????????2002:db8::1111??6to4, Low-byte ??? Wordy ????
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? 4 ?
???????
?????IP ??????????????????????????????????
???????????
4.1 ???????
??????????????????????????????? IP????????
ICMP ????? (ping ????) ?????ICMP ??????????????????
???????????????????? IP???????????? ICMP ?????
??????????????????????????????????????????
???????????
?????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
????
?????????????????????????????????????????
?????????????????IPv4 ?? IP???????????? 32?????
?????? IPv4????????????? 8?????????IPv4????????
????????????????????????? ping???????????28 ? 256
??????????1? 1??????? 5????????????IPv6?? IP???
????????? 128??????????? IPv6????????????? 64???
??????IPv6?????????????????????????????????
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? 4 ? ???????
??? ping ???????????264 ?? 1800? (?=1016) ?????????????
??????????IPv6??????????????????????????????
????3??????????IPv6?????????????????????????
??????????? 64????????????????? IP???????????
?????????? IPv6??????????????????? [9]?
4.2 ???????????
?????????????????????????????????????????
??????????????????????????????????????????
???????????FW (Firewall) ????????????????????????
????????IDS/IPS ??????????????????????????????
???????????????????????????????????????????
????????????????? IPv4????????????????????IPv6
??????????? FW ????????????????????????????
?????????????????????? IPv6 ?????????????????
?????????IPv6 ?????????????????????
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? 5 ?
???????
?????IPv6???????????? IPv6???????????????????
???????????????????????????????????????????
????????????
5.1 ???????
5.1.1 ????
??????APAN (Asia Pacic Advanced Network) ?????? 2012? 7? 16???
2012? 10? 15???? 3???????????????????? 25, 53, 80?????
????????? IPv6 ??????? 96???? tcpdump [25]????????????
5.1.2 ?????
5.1.1 ??????????? IPv6 ?????????? 5.1?????????????
??????????????????????????IPv6?????????????
????????????????????????????????
???????????????????????????????? SLAAC ? Privacy
??????????????????????????Word??????Wordy????
??????????????????????????????????????????
? 2.2??????????????????????? (2000::/3) ??? IPv6 ?????
????????
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? 5 ? ???????
? 5.1: IPv6 ?????????????
?????? ???? ??
SLAAC :fe[0-9a-f]f2g:[0-9a-f]f0,4g$ ?? OUI ?????
Privacy
:[0-9a-f]f2,4g:[0-9a-f]f3,4g:[0-9a-f]f3,4g:[0-9a-f]f3,4g$
:[0-9a-f]f3,4g:[0-9a-f]f2,4g:[0-9a-f]f3,4g:[0-9a-f]f3,4g$
:[0-9a-f]f3,4g:[0-9a-f]f3,4g:[0-9a-f]f2,4g:[0-9a-f]f3,4g$
:[0-9a-f]f3,4g:[0-9a-f]f3,4g:[0-9a-f]f3,4g:[0-9a-f]f2,4g$ ????? 2??????
Low-byte ::([0-9a-f]f1,4g)$ ?? Low-byte ???????
IPv4-based ((:(\d|\d\d|1\d\d|2[0-4]\d|25[0-5]))f4g)$
Wordy add, beef, cafe, dead, face, 0000, 1111, aaaa,  ?
6to4 ^2002((:[0-9a-f]f1,4g)f2g)
Teredo ^2000
ISATAP :5efe((:[0-9a-f]f1,4g)f2g)$
Manual ????
?????????? IPv6????????? 5.2????
? 5.2: ???????
???? IPv6 ????? 5,183,962
???? IPv6 ????? 2,788,288
???? /64 ???????? 296,866
whois ????????? /64 ???????? 53,936
??????IPv6 ??????????? AS ???????whois ????????
??whois ?????\whois.radb.net" ??????? whois ??????????1???
????????????\whois.radb.net" ? whois ??????????????????
? \whois.apnic.net" ????? whois ???????????????????????
\UNKNOWN?not allocated?" ????? 5.2????20% ?? whois ?????????
???????
1????6to4 ???????? 2002::/16 ????? whois ?????????
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? 5 ? ???????
5.2 ????
5.2.1 IPv6 ????????
3??? 6????????????????????/64???????????????
IPv6???????????? 5.1?? 5.2????????? IPv6???????????
??????????????????????????????????????????
?????? 1??????????
? 5.1: ?????/64???????????
? 5.1???/64 ?????????????????????????????????
???? 40,000 ??????/64 ???????????????????
???? 5.2???????????????????? 40??60??????? IPv6 ?
??????????????????????????????????????????
50% ???????
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? 5 ? ???????
? 5.2: ????????? IPv6 ???????
5.2.2 IPv6??????????
???????????? IPv6???????????????? 5.3????
? 5.3: ?????? IPv6 ?????????????
?????? ?? ?? [%]
Privacy 2,436,929 87.40
6to4 233,577 8.38
Manual 171,663 6.16
SLAAC 67,961 2.44
Low-byte 61,350 2.20
Wordy 52,542 1.88
ISATAP 47,310 1.70
IPv4-based 3,075 0.11
Privacy ???? 90% ????????Manual ???? 6%?SLAAC, Low-byte ????
2% ??????
???????????? IPv6 ???????????????? 5.3????
? 5.3??????????????????IPv6 ?????????????????
???????????????? 5.3?? 5.3?????? 5.3??? Privacy ?????
??????????????????????????????????????????
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? 5 ? ???????
? 5.3: ????? IPv6 ?????????????
IPv6 ??????????????????Privacy ??????????????????
?????????????????Privacy ???????????IPv6 ????????
???????????????????????
5.2.3 ?????? IPv6????????????
?????????????? IPv6 ??????? 5.4???????? IPv6 ????
??????????? 5.4????eph25, eph53, eph80 ????????? 25?????
????????? 53?????????????? 80??????????????
? 5.4: ?????????????? IPv6 ?????
??? ?? ?? [%]
25 1,050 0.04
53 17,127 0.61
80 51,725 1.85
eph25 1,623 0.06
eph53 144,065 5.14
eph80 2,587,439 92.31
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? 5 ? ???????
? 5.4: ?????? IPv6 ?????????????
? 5.4???90 % ??? IPv6 ??????eph80 ??????????????????
???? IPv6 ?????????????????? Web ??????????????
????????
? 5.4????25, 53, 80 ? Low-byte ? Manual ? 60% ??????eph25, eph53 ??
Low-byte ????????Privacy ? SLAAC ?????????????????eph80
??Privacy ? 90% ???????????????????? IPv6 ?????????
Privacy ??????????
? 5.4?? 5.4?????????Privacy ?????????????????????
????eph80 ? IPv6 ????? Privacy ??????????????eph80 ?????
IPv6?????? 90%?????????????????80, eph53???? Privacy??
????????????eph80 ?????? IPv6 ????????????????5.1.2
?????????????????????????? Privacy ????????????
??????80, eph53 ??Manual ????????????????? Manual ????
???? Privacy ???????????????
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? 5 ? ???????
5.2.4 AS ??? IPv6????????????
? 5.3?????????? Privacy, Manual, SLAAC, Low-byte ????AS ??????
???????? 5.5????
? 5.5: AS ??? IPv6??????????????
? 5.5????????? AS ? Privacy ??????????????????????
??? Manual, SLAAC, Low-byte ?????????????????? AS ??????
????????
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? 5 ? ???????
5.2.5 IPv6?????????????
Low-byte, SLAAC, Wordy ??????????????????? 5.5, 5.6, 5.7????
? 5.5: Low-byte ????????
Low-byte ?? ?? [%]
1 7,522 12.26
2 6,150 10.02
3 1,187 1.93
10 884 1.44
4 702 1.14
? 5.6: SLAAC ???? OUI ???
OUI ?? ?? [%]
C80AA9 2,029 2.99
000C29 1,729 2.54
003048 1,617 2.38
005056 1,588 2.34
002590 1,230 1.81
? 5.7: Wordy ???? Word ???
Word ?? ?? [%]
 24,101 45.87
1ce 6,844 13.03
add 5,349 10.18
dad 5,022 9.56
bed 3,992 7.60
Low-byte??????????????1??? 2????SLAAC???????? MAC
????? OUI ?????????????Wordy ???????? Word??\" ??
?????????????\" ?????????????? IPv6 ??????????
???????
5.3 ????
???????IPv6????????????????? [13]??????2008? 4??
??? IPv6???????????????? 5.8, 5.9?????????????????
World IPv6 Launch ????????????? IPv6?????????????????
???????????????????IPv6????????????????????
?????????????????????????????? 5.8, 5.9?????Privacy
???? 10% ?????????????? 5.3?????? Privacy ? 90% ??????
????
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? 5 ? ???????
? 5.8: ???? IPv6??????????
?????? ?? [%]
SLAAC 50
IPv4-based 20
Teredo 10
Low-byte 8
Privacy 6
Wordy ? 1
Others ? 1
? 5.9: ???? IPv6??????????
?????? ?? [%]
Low-byte 70
IPv4-based 5
SLAAC 1
Wordy ? 1
Privacy ? 1
Teredo ? 1
Others ? 1
IPv6????????????????????????????????? [10, 11]?
?????? IPv6?????????????????????????????????
???????????? IPv6???????????????????????????
??? IPv6??????????????
????DNS?AAAA??????????????????????????? [12]?
P2P??????????????????? IPv6??????????????? IPv6?
???????????? [10]????????????????????? IPv6????
?????????? IPv6????????????????????
???IPv6????????????????????? [26, 28, 27]?????????
?????????? IPv6 ?????????????????????????????
? IPv6 ??????????????????????????????????????
????????????
?????????????IPv6??????????????????? IETF Internet-
draft [9] ?????????? IPv6?????????? IPv6????????????
????????IPv6????????????????????? 5.8, 5.9???????
?????????????????????????????
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? 6 ?
?????
?????????????????????????????????????????
???
6.1 ??
6.1.1 ???? AS ?????????????????????
??????????????????????????????????????
??? 25, 53, 80
?????????????????????????????????????Low-
byte ??????????????Low-byte??? ::1, ::2 ????????????
???????????????????????
??? eph25, eph53
SMTP ?????? DNS ???????????????????????????
SLAAC ?????????????????????????
??? eph80
???????????????????????????????????????
????
?????????????????????????????????????????
??? IPv6 ????????????????????????????????????
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? 6 ? ?????
? /64?????????Alexa top sites ???????????????? [23]?? IPv6
??????????????????????/64??????????????????
??????Date ? \2012-10-15 0001" ? \valid AAAA records" ?????????2,839
?? /64 ??????????????? /64 ????????????::1, ::2 ????::
?????????? Low-byte?? 5.6? 5?? OUI ??? SLAAC???? Privacy ??
??????????????????????????????????????????
(? 3.1???????) ?????????
???????????????????? 6.1????
? 6.1: ??????????????????
?????? ???? ????
Low-byte 2,690 2690=216 = 4:10? 10 2
SLAAC 1,079 1079=(5? 224) = 1:29? 10 5
Privacy 4,340 4340=264 = 2:35? 10 16
Privacy ??IPv6 ????????????????? 64 ??????????????
?????????????????????????????????? ID ??????
??????????????????????????????????
Privacy ??????Low-byte ? SLAAC ??????????????????????
?????SLAAC ?????????????????????????????????
?????????????????????????????????SLAAC ?????
??????????????????????????????????????????
????? IPv6 ????????????????????????????? SLAAC ?
??????????????????????????????
6.1.2 ???? IPv6???????
???????AS ???????????????????????????????AS
????? Low-byte ? SLAAC ???????????????????????????
??????1??????????????AS ???????????????????
??????????????????????????????????????????
?????????????
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? 6 ? ?????
????????? AS ??????????????????????????????
???????????????????????????????????6.2?????
???????????????
6.2 ??
6.2.1 IPv6 ??????????????????
?????????????IPv6 ?????????????????????????
???????????????????????? Low-byte ??????????????
???????????????SLAAC ???????????????????????
????????????????????SLAAC???????????????????
???????????
SLAAC ?????????????????????? SLAAC ???????????
?????????????? SLAAC ????????????IPv6 ????? NIC ??
?? IP ??????????????????????????????????????
SLAAC??????????????????????????????????? SLAAC
??????????????????????????????????????
6.2.2 IPv6 ???????????
??? IPv4 ?????????????????????? IPv6 ??????????
??????
??? IPv6 ?? FW ??
IPv6 ??????IPv4 ?????????????????????FW ?????
??????????????????????????? Low-byte ???????
??????????????????????????
???FW ?????????IPv4 ???????????????????????
???????? ICMP ????????????????????? MTU ??1?
1IPv6 ??????????????????????????????????????????????
??????????????????????????????????????? MTU ????? (??
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? 6 ? ?????
??????????????IPv6 ???????????????RFC [20] ???
????????????????
IPv6 ?????????????????????
IPv6?????? IDS/IPS????OSS (Open Source Software)2 ??????????
MTU ??) ???????? MTU ?????ICMPv6 ? \packet too big" ???????????????
??????? MTU ??????????????????????
2IPv6-Guard, 6Guard ?????
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? 7 ?
??
7.1 ???
??????IPv6 ?????????????IPv6 ?????????????????
????????????????????????World IPv6 Launch??IPv6?????
??????????????????????????????????????????
???????????????????????????????????????????
??????????????????????????????????????????
??????????????????????IPv4 ? IPv6 ?????????????
?????????????????????????????????????????
7.2 ?????
?????????????????????
7.2.1 ???????????
AS ??? IPv6 ????????????????????APAN ??????????
???????????????????????????????
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? 7 ? ??
7.2.2 ????????????
?????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
?????????????????????????????????????IPv6 ??
?????????????????????????????????????????
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?????????????????????????????????????????
????????????????????????????????????NTT???
??????????????????????????????????????????
??????????????????????????????
????????????????????????????????
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